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Abstract. Our world is undergoing a rapid transformation. In our daily lives, many 

services are being moved to digital environments. This transformation provides many 
facilities. But it has been emerged in many problems that we need to solve together. One 

of the most challenging topics of these problems is information security since the 

information in the digital environment poses a great risk. It is estimated by experts that in 

2020 it will be a requirement to ensure that more than 50% of the information in the 
digital environment is secured. Therefore, researchers have been working on the design 

and analysis of next generation encryption algorithms. 

 

Chaotic systems are an important field of study that has influenced many areas of science 
and engineering. In computer science, determining of optimization parameters, neural 

networks, prediction of time series, simulation, modelling, and secure communications 

are some of application areas of these fascinating systems. In the last two decades, chaos- 

based cryptology studies have been a hot research topic. One of these research topics has 
been chaos based substitution boxes design studies. In this study, chaotic systems have 

been used as randomness sources in designing substitution boxes. Firstly, this study has 

been explained the historical development of chaos based substitution box literature. This 

summary of the literature has resulted in significant results. These results are as follows: 
(i) the complexity of the chaotic system class has no effect on the substitution box 

performance criteria. (ii) The main factor affecting the success of the performance 

criteria is the conversion function used in the substitution box design algorithm. (iii) Both 

the conversion function and the chaotic system, the best performance measures for chaos 
(random selection) based designs are 106.75 for nonlinearity and 10 for the DP table. 
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1  Introduction 
 

There are two important principles for an encryption algorithm to be considered 

secure. These properties are the confusion and diffusion properties. These 

properties are necessary to prevent access to the original message using 

encrypted messages. The most basic cryptographic constructs used to provide 

the confusion feature are substitutional box (sbox) structures. These components 

prevent the decoding of encryption system from being solved with the help of a 

linear equation system. Therefore, the importance of sboxs is great [1-41]. 
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In this study, sbox component is proposed based on chaotic systems. The reason 

why the proposed component is designed using chaotic systems is that chaotic 

systems are a good source of randomness. Different sbox component designs 

have been realized in literature using various chaotic systems. The most widely 

known of these have been designs based on discrete time chaotic systems. 

Discrete-time designs have become a preference because of their simple 

structure. In this case, the question arises as to how increasing the complexity of 

the source of randomness has an impact on the complexity of the nonlinear 

component. The purpose of this study is to try to find the answer to this 

question. 

 

Hyper chaotic systems have been used as a source of randomness in the study. 

Because hyper chaotic systems have more than one Lyapunov exponent. 

Lyapunov exponent is a distinctive characteristic for chaotic systems. It is a 

quantitative indication that a system has at least one Lyapunov exponent 

possessing chaotic behavior. Therefore, we can say that the nonlinear character 

of hyper chaotic systems is more evident than the other chaotic systems. By 

acting on this phenomenon, the hyper chaotic system (entropy source) is 

transformed into a sbox component. In order to be able to perform performance 

measurements, 16x16 s-box structure is preferred as nonlinear component. 

 

The rest of the work was organized as follows. In the second part, the properties 

of the hyper chaotic system are given. In the third section, it is shown how the 

hyper chaotic system is transformed into sbox components. In the fourth section, 

the performance characteristics of the proposed sbox component are given. The 

results obtained in the last section are discussed. 

 

2  Properties of Rössler Hyper Chaotic System 
 

One of the problems addressed in this study is to investigate the effects of 

chaotic system class on the sbox component. In order to analyze this effect in 

the best way, a chaotic system class with a more complex structure has been 

chosen in terms of complexity compared to other chaotic systems. This class of 

chaotic systems is known as hyper chaotic system. In the study, the Rössler 

hyper chaotic system has been used as the chaotic system. The structure of the 

Rössler hyper chaotic system is given in Eq. (1). 

 

               (1) 

 

One of the simplest approaches to analyzing the presence of chaos in a system is 

the method of Phase space diagrams. This method shows the change of system 
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trajectories. Phase space diagrams of the Rössler hyper chaotic system are given 

in Fig 1. 

 

 

 
Fig. 1. Phase space diagrams of the Rössler hyper chaotic system 

 

This system exhibits a hyperchaotic behavior for a=0.25, b=−0.5 and c=0.05 

control parameters. The Rössler hyper chaotic system is a fourth-order chaotic 

system. That is why there are four Lyapunov exponents. the Lyapunov 

exponents calculated for the control parameter values given above are (0.1120; 

0.0211; 0; -24.9312). There are two positive Lyapunov exponents. Therefore, 

the system is a hyper chaotic system… 
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3 Proposed Sbox Structure 
 

In Ref [41], a general method for converting chaotic system outputs to s-box 

structures has been proposed. Based on this method nonlinear components are 

produced. The produced nonlinear component is given in Fig. 2. 

 

 
Fig. 2. Produced nonlinear component 

 

4  Performance Analysis 
 

There are five basic criteria for performance measurements of s-box structures. 

These criteria and the required attributes are as follows. 

 

 Bijective Property: Each element between 0 and 255 must be used only 

once. The produced nonlinear component provides this property since 

each element is used only once. 

 

 Nonlinearity: It is required that this value is as high as possible. The 

highest value that can be reached is 112. The average value of the 

produced nonlinear component in the study is 104.75, the minimum 

value is 102, and the maximum value is 108. [ Other details are given 

in Fig. 3. 

 

 
Fig. 3. Nonlinearity values of produced component 

 

 Avalanche Criteria: A bit change that can occur in the input bits 

requires a change of half of the output bits. The best value for this 
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value is 0.5. The average value of the produced nonlinear component in 

the study is 0.5034, the minimum value is 0.3906, and the maximum 

value is 0.5938. Other details are given in Fig. 4. 

 

 
Fig. 4. Strict Avalanche Values 

 

 Independence Criterion of Input/Output Bits: A criterion formed by the 

combination of the two previous criteria. BIC-SAC value is 0.4972 and 

BIC-Nonlinearity value is 103.36 for produced nonlinear component. 

Details of this criterion are given in Fig. 5. 

 

 
Fig. 5. BIC-Sac and BIC-Nonlinearity values 

 Measurement of Differential Cryptanalysis: A differential distribution 

table is calculated for testing this property. For this property, it is 

desirable that the largest value of the table be as small as possible. The 
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optimum value is 4. For the proposed nonlinear component this value 

is calculated as 10. Details are given in Fig. 6. 

 

 
Fig. 6. Input/output XOR distribution table 

 

5 Conclusions 
 

Nonlinear components are important structures in modern cryptology 

applications since it is impossible to make statistical inferences on encrypted 

outputs in a cryptographic application. In this study, a nonlinear component has 

been proposed. Proposed component uses hyper chaotic systems as a source of 

randomness. The analysis results showed that the proposed nonlinear 

component has a strong performance characteristic. These results confirm that 

the generated nonlinear component can be used as an s-box structure in many 

block encryption algorithms. 

 

The analysis results show that better results have been obtained than the 14 

studies [1-6, 8, 19, 22, 25, 27-30] for nonlinearity feature. It was observed that 

the differential cryptanalysis table has been better than 18 studies [1, 3, 4, 8-11, 

13-15, 18, 20, 22, 25-30, 34]. These results show that the proposed nonlinear 

component can be used as a cryptographic structure for many cryptographic 

algorithms. 

 

“How does increasing the complexity of the source of randomness affect the 

performance of the nonlinear component?” The following conclusions can be 

reached if the analysis results are interpreted for the answer to this question. 
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 The complexity of the chaotic system does not directly affect the 

performance of the nonlinear component. 

 Chaotic systems with simpler mathematical models can be used to 

achieve designs with better performance characteristics. 
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