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Abstract. Chaotic systems are used in many information security applications due to
their rich features. One of these application areas is steganography. In this study, a new
CRT based chaotic steganography application is proposed and chaotic steganography
algorithms have been examined.
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1 Introduction

Nowadays, mobile devices with internet connection, social media platforms and
internet of things are frequently used in daily life. Thus, a number of data have
been storage and shared in digital platforms. With digitalization of information
and ease to access information, providing information security necessarily. In
recent years, information security is becoming one of the hot-topic research area
[1-10].

Chaos is one of the most studied research topics in the nonlinear dynamics. In
steganographic application, chaotic dynamics have been utilized to provide
confidentiality. The examined chaotic steganographic applications which
presented in the literature are given as follow. Valandar et al. proposed a chaotic
image steganography method. The authors used modified logistic map in this
method and they used color images for data embedding. In this method, seed
values of the used chaotic map are calculated by using integer wavelet
coefficients of the Cover image and keys are generated by using these seed
values. The Stego key which is generated by using modified logistic map was
used for pixel selection [11]. Roy et al. proposed edge adaptive image
steganography method based on chaos. They used Arnold cat map to scramble
Secret data and LSB to embed Secret data. The edge detection methods were
used to extract ROI and RONI [12]. Xiang et al. presented steganographic
image encryption method to provide cloud security. In their method, they used
chaotic image encryption and 2LSBs data embedding function. In their paper, a
multi-level security application was proposed [13]. Ghebleh and Kanso
suggested a robust chaotic algorithm for image steganography. In their paper,
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they presented a 3D chaotic cat map. To embed data, they used lifting wavelet
transform. The lifting wavelet transform provides integer-to-integer transform.
Chaotic map used as a PRNG (pseudo random number generator) and they
applied XOR operation on secret message and random numbers, then they
embedded encrypted secret data into host color image. To evaluate their method,
PSNR (Peak Signal-to-Noise Ratio) and SSIM (Structural Similarity) were used
and they reached 2.25 bpp (bit per pixel) data embedding capacity in their
method [14]. Shivani et al. suggested a text steganography method which used
logistic map. In their method, they converted binary format to text messages and
they used logistic map as PRNG to determine embedding location of the text
[15]. Keyvanpour and Merrikh-Bayat presented an image watermarking method
based on chaotic fractal coding. They used Arnold Cat map. To embed
watermark, they used fractal image coding [16]. Kanso and Own proposed
chaotic map based steganographic algorithm. They used spatial domain and
single chaotic map. The used chaotic map determined embedding pixel position
in their method. RGB (Red Green Blue) images were used in this method. So
they used Arnold cat map to generate stego-key. To evaluate their method, they
used statically tests [17].

In this article, a new chaotic image application is presented. The data
embedding method is a block based method and it used CRT (Chinese
remainder theorem) for data embedding and extraction. A modified logistic map
is used as stego key in this paper. To provide confidentiality of the stego key,
seed values of the logistic map are updated periodically. The stego key is used
to select hidden pixel in block based method.

The rest of this article is given as follows. CRT is presented in Chapter 2,
chaotic image steganography application is proposed in Chapter 3, experimental
results are demonstrated in Chapter 4, discussions are presented in Chapter 5
and conclusions and recommendations are given in chapter 6.

2 Chinese Remainder Theorem

Chinese remainder theorem (CRT) is a method which is applied to integer
number by using modulo function. In this theorem, M set that is

M = {My, M3, ..., My} js ysed. M values must be relatively prime in order to use
CRT. CRT obtains more than one values using a number. The equation of CRT
is given in Eqg. 1.

Z =R, (mod M,) 1)

Inverse CRT is explained in Eq. 2.
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o M
Z=ZRE—K:- (mod M)
= M;
M:MlMZ "'Mn (2)
K, 2 =1 (mod M,)
M;

In Eq. 8, M is multiplication of relatively primes, K is inverse value according
to M [18-21].

3 The Chaotic Image Steganography Application

Chaos is the most famous study in nonlinear dynamics and the random number
generators, S-Box generation, machine learning, geometry, electronic motor
control, meta heuristic optimization, information security, etc are used chaotic
dynamics. In this study, a chaos based steganography application is proposed.
The proposed application is called as chaotic CRT (Chinese Remainder
Theorem) steganography application (CCRTSA). Firstly, random numbers are
generated by using a logistic map. In this article, seed values of the logistic map
are updated periodically to provide confidentiality. Equations of the proposed
chaotic map are given below [22].

x; =hx,_;(1—x,_;),x, = (0,1) and x; # {0.25,05,0.75},h =

[3.57.4] A3)

ifi(medT)=0h=h+10"% (4)

X is an array which includes randomly generated numbers, h is chaos multiplier,
i is index and T is period. In this article T is 32. This chaotic map is used as
PRNG (Pseudo Random Number Generator) in this article.

The second section of this application, CRT based steganography method is
used. The block diagram of the data hiding of the CCRTSA is shown in Fig. 1.
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Seed Values AIi Chaotic Map 1 Key Secret Data

CRT based
Cover Image — Block Division —  Select Pixel —— data hiding — StegoImage
function

Fig. 1. Embedding diagram of the CCRTSA.

The data hiding steps of CCRTSA are given below.

Step 1: Generate random numbers by using seed values of the proposed chaotic
map.

Step 2: Select two relatively prime numbers which are N; and N,.

N, ={2,3,4,..,255} and N, = {2,3,4,...,255} (5)
Step 3: Divide cover image into b x b size of non-overlapping blocks.

Step 4: Select embedding pixel by using the presented chaotic map which is P.
Step 5: Calculate T1 and T2 values by using CRT.

T, = P (mod N,) (6)
T, = P (mod N,) U]
Step 6: If secret data is 1 and Ty =< T'5,apply first pixel modification algorithm.

=

Pseudo code for this algorithm is shown in Algorithm 1.

Algorithm 1: The pseudo code used to embed 1.
1: d=N,-T,

2: if P+d>256 then

3:  P=P+d- Ny;

4: else

5. P=P+d;

6: endif
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Step 7: If secret data is 0 and Ty = T,,apply second pixel modification

algorithm. Pseudo code for this algorithm is shown in Algorithm 2.

Algorithm 2: The pseudo code used to embed 0.
1: d=N;-T,

2: if P+d>256 then

3:  P=P+d- Ng;

4: else

5. P=P+d;

6: endif

Step 8: Repeat steps 4-7 until reaching to the size of secret data.

In data extraction phase, firstly, seed values of the proposed chaotic system, size
of blocks which is b, N1 and N2 are sent to receiver side. The receiver side
generates key by using seed values. The extraction diagram of the CCRTSA is

shown in Fig. 2.

Seed Values AI: Chaotic Map l Key

CRT based data
Stego Image — Block Division —  Select Pixel — extraction — Secret Data
function

Fig. 2. The extraction diagram of the CCRTSA.

The data extraction steps of the proposed CCRTSA are given below.

Step 1: Generate random numbers by using seed values.

Step 2: Divide stego image into b x b size of blocks.
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Step 3: Select P which is stego pixel by using random number which is used as
key.

Step 4: Calculate T1 and T2 by using CRT.

Step 5: Extract secret data by using Eq. 8.

Ty =T,,0 ., wl . _ H 8
SD,,; = {Ti S pi= {1232} i={123 .5} (8)

SD is secret data, b x b is size of used blocks, W is width of the stego image, H

is height of the stego image, i and j are indices of the secret data.

Step 6: Repeat steps 3-5 until reaching to the size of the secret data.

4 Experimental Results

In this chapter, experiments are obtained by using test images. The used test
images are shown in Fig. 3.
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Fig. 3. The general test images [23].
Capacity, visual quality and key depended security are discussed in this chapter.

Capacity: The proposed steganography application is a block based application.
In this application, one bit is embedded into a block. The used blocks are non-
overlapping blocks. Thus, the general capacity equation can be defined. The
general equation of the capacity is given below.

Capacity = {EI EJ layer 9)

Capacity is expressed as bits and layer defines number of layers in the stego
image. If users use color image, layer is 3. In case of grayscale image, layer is 1.

Visual Quality: MSE (Mean Square Error) and PSNR (Peak Signal Noise-to-
Ratio) measurements are used for visual quality. Equations of MSE and PSNR
are given in Eq. 10 and 11.

— 1 »w wu 2

MSE = ﬁzizizjzi(afi,j - WIi,jj (10)
_ 255"

P5SNR = 1Dioglu{ﬁj 1)

The obtained PSNR values of CCRTSA according to block size are shown in

Fig. 4.
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Fig. 4. The PSNR values of CCRTSA.
In Fig. 4. we used 4 for the N, and 5 for the N,.

Security: In this article, logistic map is used as PRNG and seed values of the
logistic map are updated periodically to provide key security. Key size of the
CCRTSA is defined in below.

-e = W2
KeySize = LHJ LJ [log,(mn)] (12)
512 x 512 size of grayscale images are used in this chapter. The obtained key
sizes are shown in Table 2. according to variable size of blocks.

Table 1. Key size of the CCRTSA according to block size.

Image size 2x2 4x4 8x8 16 x 16 32x32

256 x 256 32,768 16,384 6144 2048 640

512 x 512 131,072 65,536 24,576 8192 2560
256 x 256 x 3 98,340 49,152 18,432 6144 1920
512x 512 x 3 393,360 196,608 73,728 24,576 7680

The reason for why the proposed CCRTSA should has sufficient size of the keys
is to provide confidentiality.
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5 Discussions

In this section, the previously proposed methods related to chaos are discussed.
In Ref. [11], authors used classical steganographic methods. They presented
modified logistic map as a technical innovation. In Ref. [11], they presented a
3D logistic map using 3 parameters. Firstly, 8 x 8 sized blocks were used for
block division. To obtain integer wavelet coefficients LWT was applied on the
host image. Then, they used 3D which is modified for generating chaotic pixels.
LSB (least significant bit) insertion which is like a data hiding method is used
for data embedding. Briefly, this method is a classical steganography
application. They only used a new chaotic map but they didn’t point out
advantages of the modified 3D logistic map. The Ref. [11] showed that, the 3D
logistic map has not any advantages in this article. This map was not increased
visual quality and payload capacity. This map only effected confidentiality of
the Ref. [11]. They evaluated Ref. [11] as an image encryption method.

In Ref. [12], they used only LSB and Arnold Cat map. Arnold cat map is a well
chaotic map but we know that Arnold cat map can be crack easily. In Ref. [13]
experimental results are not enough for a stenographic application.

In Ref. [13], authors presented a multi-level security application. They used
steganography and chaotic image encryption together and they created a multi-
level security framework to provide cloud security. They used 3LSBs for data
hiding. The 2LSBs of the pixel carried data and 3™ LSB was a flag bit. In this
aspect, Ref. [13] has a fragile structure. If stego-image was attacked on the
cloud. Users cannot reach their data. To encrypt this images, a chaotic image
encryption method was used in Ref. [13]. Their encryption method consisted of
permutation and XOR masking. Characteristics of the Ref. [13] same as the
2LSBs. Their experiments are not enough to evaluate steganography.

In Ref. [14], authors used LWT (Lifting Wavelet Transform) to obtain integer
wavelet coefficients and they used 3D chaotic cat map. The presented chaotic
cat map is used as stego key. They embedded secret data into color cover image
but they calculated the payload capacity incorrectly, because they used 2m x 2n
x 3 size of images as host image and they embedded 9(m-2)(n-2) size of secret
data into these host images. For example,}’m:2j56 and n=256, the payload

Sim—2)n—2 o g _
capacity is obtained by the equation of zmx2nx3 0.7383 24, =075 it
in this paper, authors obtained approximately 2.25 bpp (bit per pixel) as payload
capacity.

In Ref. [15], authors presented a chaos based text steganography algorithm. The
authors generated random numbers by using logistic map and they used these
random numbers as stego key. In Ref. [15], h is said to be in range of 3.54-4 but
true range of the h should be 3.57-4. Also, the experiments of the Ref. [15] are
insufficient.

In Ref. [16], authors gave information about only Arnold cat map and fractal
coding, this paper is not well organized and experiments are insufficient.

In Ref. [17], authors used spatial domain for data embedding and they used 2D
chaotic cat map to provide confidentiality. 2D chaotic map was used to generate
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stego key. In the experimental results, they presented statically tests, but we
know that, if we use any random number generator in steganographic
application, statistically well results will be obtained.

In CCRTSA, logistic map is used to generate stego key and this key is used to
select embedding pixel. In this paper, payload capacity, key length and
perceptual quality are expressed mathematically. In steganographic application,
Patra et al.’s [18] method is improved. To provide confidentiality, CRT and
logistic map are used together. Also, seed values of the logistic map are updated
periodically. In CCRTSA, the visual quality, N; and N, have inverse ratio.
CCRTSA is proposed as a new secure chaotic steganography application in this

paper.

Conclusions and Recommendations

In this article, a new chaotic image steganography application is proposed.
Logistic map is used in this paper and logistic multiplier is updated periodically
to provide security. This map is used as PRNG. The CRT based data hiding and
data extraction function are used in this method. The used CRT based algorithm
is proposed by Patra et al. in Ref. [18]. In this study, data hiding codes of the
CRT based method are optimized and the complexity of the CRT based data
hiding algorithm is reduced from O(n®) to O(n?). The optimized codes are
shown in Algorithm 1 and Algorithm 2. The capacity of the presented
application is proved mathematically and this application has high payload
capacity. The visual quality results of the proposed CCRTSA are obtained with
variable size of blocks. These experiments demonstrated that CCRTSA has high
visual quality. Also, a few chaos based steganography applications are
examined and their weaknesses have been listed in this paper.

In future studies, the presented CCRTSA will be used in real applications.
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