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Abstract. The concept of randomness is needed both in science and engineering
applications. One of the main design approaches of random number generators is the
deterministic random number generators. The deterministic random number generator
starts with a seed value and generates algorithmically random numbers. Deterministic
random number generators have many advantages. It is low cost, does not require a
devoted device and can be implemented in software. But there are also disadvantages.
The output can be determined completely from the kernel value. The output sequences
are not really independent. A strong entropy or noise source is needed to solve these
problems.

The most prominent application areas of chaotic systems are random number generators.
Because chaotic systems are a powerful entropy or noise source. This strong relationship
between the two disciplines is based on the precise dependence of the chaotic systems on
the initial conditions and the control parameters.

In this study, chaos based deterministic random number generators are investigated. New
designs have been obtained by using chaotic systems as entropy sources of designs
commonly known in the literature. Statistical tests have been used to analyse the
performance of new modified designs. Analysis result shows that output of this designs
have been used as may application area such statistics, game theory, cryptography, and
S0 on
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1 Introduction

Chaos theory ia an exciting title of science. This theory has many applications in
science and engineering [1]. One of the most successful applications in
computer science is the random number generator [2-12]. The applications of
random numbers have an important place in science and engineering [4].
Therefore, the relationship between these two topics is one of the hot topics on
the agenda of the researchers.

In this study, chaos based deterministic random number generators are
investigated. New designs have been obtained by using chaotic systems as
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entropy sources of designs commonly known in the literature. Statistical tests
have been used to analyze the performance of new modified designs. Analysis
result shows that output of this designs have been used as may application area
such statistics, game theory, cryptography, and so on

The rest of the work has been organized as follows. In the second section, the
details of the chaotic system used in the study are given. In the third section, the
details of the method used to examine the effects of chaotic system used as a
source of entropy on randomness are introduced. The results obtained in the
fourth section are presented. The results are discussed and the study is
summarized in the last section.

2 Logistic Chaotic Map

It is one of the simplest and most widely used chaotic maps [1]. This emerged in
the nonlinear dynamics of biological populations showing chaotic behavior. The
logistic map is given in equation (1)

Xn+1 = rXn(]- - xn) (1)

In this equation, n indicates the number of iterations, X, value represents the n.
chaotic number. When X, (0, 1) is the initial value, it changes in the range of X,
(0, 1).

A =T, (1 = Xt )
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Fig. 1. Phase space diagrams of the Logistic map chaotic system

3 Proposed Analysis System
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In the generation of random numbers, the following steps have been used.

e An X initial value in the range (0.1) is selected.

e Avalue of r is selected in the range (3.5, 4).

e Calculate the X, value using Equation (1).

e A threshold value is selected. In the study, the threshold value was
determined as 0.5.

o if X, is less than the threshold value, O is generated. 1 is produced in
the opposite.

e The steps above are continued until a desired number of random
sequences are reached.

The chaotic values produced using this method are shown in Figure 2.

480594 519406 T 16991 15677 16218 16966 153 1 17279 16294 16411 16749 15728 16684 15106

Fig. 2. Produced chaotic values

4 Analysis Results

In order to examine the effect of the selected initial condition and the control
parameter value on the entropy source in the study, both the initial condition and
the control parameter were increased by 0.001 within the defined range and
chaotic outputs were obtained. these output values were converted to a sequence
of 0/1.

1000000 bit sequence has been produced in order to examine whether the
generated numbers have a uniform distribution. This bit sequence was divided
into 4 bit lengths and converted to 0-15 numbers. The distribution of these
numbers is shown in Figure 3.

Fig. 3. Distribution of produced random numbers
One of the most important problems of the chaotic systems in computer
implementations is the numerical deterioration caused by computational
limitations. Two different analysis scenarios have been used to examine the
effects of the numerical deterioration. These analyzes include calculations for 3
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and 7 digits after the comma. According to the results of the analysis obtained
from the 3 digits after the comma, the best results (smooth distribution) were

obtained for the values of 3.991, 3.992, 3.993, 3.994, 3.995, 3.996,

3.997, 3.998,

3.999. These results are shown in Figure 4. The most appropriate values among

3-digit numbers after a comma are X, = 0.323 and r = 3.998

0989 3991 4 35 474427 525573 2546 16683 16010 17763 16962 15131 17344 16152 16768 16887 16161 15965
0988 3.981 4 18 474972 525028 2641 16857 15711 17922 16673 14954 17419 16104 17267 16876 15822 15789
0987 3.981 4 21 474908 525092 2528 16995 16252 17825 16604 15156 17600 16194 16720 16883 15801 15707

3,991 4 20 474385 525605 2548 16680 16087 17705 16646 15059 17392 16265 16701 17059 16013 15583
0935 3.991 4 20 475281 524719 2597 16800 16150 17751 16646 15196 17512 15973 16963 16869 16099 15787
0,934 3991 4 20 475130 524861 2642 16610 15004 17868 16935 15171 17445 16105 18830 17107 16113 15687
0933 3.981 4 20 474509 525491 2660 16770 15880 17644 16985 15271 17185 16056 16798 16907 15971 15728
0932 3991 4 18 474085 525915 2502 16636 16065 17322 16883 14805 17548 16192 16762 17102 15873 15870
0,991 3,991 4 19 474432 525568 2559 15974 17547 16755 14807 17201 16126 16967 17274 16166 15669

0.989 3.981 4 20 474709 525291 2480 15203 17432 16293 16852 16725

0,988 3,991 4 19 475849 524351 2598 16981 15872 17694 16965 15230 17515 15987 17014 17024 16104 15709

16876 16470 16003 16259

16841 16506 16217 16201

17012 16551 16077 16085

17130 16716 15871 16235

17087 16402 15966 16162

16972 16518 16076 16019

16877 16695 16381 16132

16301 16435 16180 16264

18857 16683 16176 16289

17040 16603 16056 16032

16809 16352 15861 15185

Fig. 4. Best generated random numbers for 3 digits after the comma

When we increase the digit values after a comma to a 7-digit

number, it is

observed that the results produced are better than the 3-digit humbers after the
comma. The best value obtained for the calculations made by taking 7 digits
after the comma is shown in Figure 5. Best result values within 7-digit values

after a comma are X, = 0.9999999 and r = 3.9999999.

xn A UznD  Uzun1  Tp0 Tl DO D1 D2 D3 D4 D5 D6 D7 D8 DY D10 D1

010000001 3993999 10 22 439070 500930 15443 15676 15572 15568 15742 15708 15549 15647 15650 15511 15432 15745
0.10000001 39939991 10 21 499422 500578 15421 15692 15568 15521 15615 15709 15682 15661 15632 15677 15590 15769
0.10000001 39999992 10 19 498551 501449 15256 15462 15673 15865 15527 15492 15459 15615 15669 15493 15673 15844
0.10000001 3999999 10 22 499070 500930 15443 15676 15572 15568 15742 15708 15549 15647 15650 15511 15492 15745
0.10000001 39999993 10 21 499140 500860 15432 15744 15334 15709 15675 15651 15548 15827 15584 15502 15467 15472
0.10000001 3.9999991 10 2 499422 500578 15421 15692 15568 15521 15615 15709 15682 15661 15692 15677 15590 15769
0.10000001 3,999999%4 10 18 499031 500969 15288 15728 15460 15780 15653 15556 15806 15810 15430 15778 15732 15641
0.10000001 3,9995392 10 19 498551 15266 15462 15673 15865 15527 15452 15459 15615 15669 15493 15673 15844
0.10000001 3,99999%5 M 19 499535 15563 15395 15422 15734 15782 15584 15635 15682 15689 15615 15494 15494
010000001 39599993 10 2 439140 15432 15744 15334 15709 15675 15651 15548 15827 15584 15502 15467 15472
010000001 39399956 11 22 500518 15623 15685 15652 15606 15605 15540 15772 15668 15716 15393 15755 15679
010000001 39999994 10 18 439031 15430
0.10000001 39999957 11 22 500356 15537
0.10000001 39999995 11 19 439535 15689
0.10000001 39999998 11 18 439989 15631

501449

500465

500860

499482

50093 15728 15460 15780 15653 15556 15806 15810

499644

500465

500011
0.10000001 39999996 11 22 500513 499482

499619

459644

500581

500011

500047

499613

500589

500581

15778 15732 15641
15874 15677 15617

f

15467 15476 15788 15581

15395 15422 15734 15782 15584 15635 15682 15615 15434 15434
15723 15570 15668 15661 15580 15593 15529 15769 15632 15517
15685 15692 15606 15605 15540 15772 15668 15716 15393 15755 15679
15581 15632 15469 15534 15942 15808 15558 15722 15582 15709 15611
15874 15677 15617 15440 15703 15736 15467 15537 15476 15788 15581

15288
15637
15563
15456
15623
0.10000001 39999999 12 20 500381 15673
15637
15402 15460 15728 15602 15696 15719 15685 15567 15646 15792 15558 15662
15456
15557
15673
15377
15402
15470

010000001 3,9995997 11 2 500356
010000002 3999939 10 20 499419
010000001 3,9995998 11 18 499989
010000002 39599991 10 18 439953
0,10000001  3,9539999
010000002 39599992 10 22 439411

010000002 3993999 10 20 439419

0.10000002 39999993 10 18 439673 500327

15723 15570 15668 15661 15580 15593 15529 15631 15769 15682 15517
15670 15592 15568 15638 15643 15656 15682 15761 15504 15729 15536
15581 15632 15469 15534 15342 15808 15558 15722 15582 15709 15611
15700 15617 15851 15559 15445 15534 15698 15665 15570 15693 15756
15460 15729 15602 15696 15719 15685 15567 15646 15792 15558 15662
15834 15644 15608 15677 15544 15580 15621 15537 15471 15582 15750

5
B

D12 D13 D4 DI5

15505 15670 15650 15872
15646 15499 15458 15800
15814 15614 15869 15675
15505 15670 15650 15872
15908 15632 15660 15735
15646 15499 15458 15800
15679 15377 15576 15706
15814 15614 15869 15675
15854 15755 15656 15646
15308 15692 15660 15735
15692 15477 15582 15505
15679 15377 15576 15706
15635 15563 15697 15566
15854 15755 15656 15646
15602 15820 15736 15453
15692 15477 15592 15505
15470 15581 15572 15556
15635 15569 15697 15566
15536 15793 15412 15741
15602 15820 15736 15453
15531 15510 15752 15671
15470 15581 15572 15556
15658 15504 15620 15653
1553 15793 15412 15741
15807 15593 15569 15713

Fig. 5. Best generated random numbers for 7 digits after the comma

Some statistical information about the numbers produced for X,
and r = 3.9999999 are given below.

= 0.9999999
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Number of 0-bit: 500.019
Number of 1-bit: 499.981
Longest run length of 0-bit: 12
Longest run length of 0-bit: 18
The desired number for each of the numbers 0-15: 15.625
Number of 0: 15507

Number of 1: 15547

Number of 2: 15754

Number of 3: 15761

Number of 4: 15593

Number of 5: 15856

Number of 6: 15689

Number of 7: 15645

Number of 8: 15462

Number of 9: 15815

Number of 10: 15610

Number of 11: 15562

Number of 12: 15578

Number of 13: 15510

Number of 14: 15588

Number of 15: 15523

Figure 6 shows the analysis result showing that the random numbers produced
for the best values have a uniform distribution.

Xn=0,9999999 ve A=3,9999999 Degerleri (1000000) Dagilim Grafidi

Fig. 6. Distribution of produced random numbers for X, = 0.9999999 and r =
3.9999999

5 Conclusions

The most distinctive feature of chaotic systems is its dependence on initial
conditions and control parameters. In this study, the effects of the initial
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conditions and control parameters selected for random number generators,
which are an application area of chaotic systems, were investigated.

In the study, logistic map is used as a source of entropy. Logistic maps is the
most common known chaotic system and it has simple structure. The most
appropriate initial condition and control parameter for the logistics map were
analyzed. The calculation sensitivity was taken into account when performing
these analyzes. The results of the analysis showed that the most appropriate
deterministic random numbers are generated for X, = 0.9999999 and r =
3.9999999.
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