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Abstract. The concept of randomness is needed both in science and engineering 

applications. One of the main design approaches of random number generators is the 

deterministic random number generators. The deterministic random number generator 
starts with a seed value and generates algorithmically random numbers. Deterministic 

random number generators have many advantages. It is low cost, does not require a 

devoted device and can be implemented in software. But there are also disadvantages. 

The output can be determined completely from the kernel value. The output sequences 
are not really independent. A strong entropy or noise source is needed to solve these 

problems.  
 

The most prominent application areas of chaotic systems are random number generators. 
Because chaotic systems are a powerful entropy or noise source. This strong relationship 

between the two disciplines is based on the precise dependence of the chaotic systems on 

the initial conditions and the control parameters. 

 
In this study, chaos based deterministic random number generators are investigated. New 

designs have been obtained by using chaotic systems as entropy sources of designs 

commonly known in the literature. Statistical tests have been used to analyse the 

performance of new modified designs. Analysis result shows that output of this designs 
have been used as may application area such statistics, game theory, cryptography, and 

so on 
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1  Introduction 
 

Chaos theory ia an exciting title of science. This theory has many applications in 

science and engineering [1]. One of the most successful applications in 

computer science is the random number generator [2-12]. The applications of 

random numbers have an important place in science and engineering [4]. 

Therefore, the relationship between these two topics is one of the hot topics on 

the agenda of the researchers. 

 

In this study, chaos based deterministic random number generators are 

investigated. New designs have been obtained by using chaotic systems as 
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entropy sources of designs commonly known in the literature. Statistical tests 

have been used to analyze the performance of new modified designs. Analysis 

result shows that output of this designs have been used as may application area 

such statistics, game theory, cryptography, and so on 

 

The rest of the work has been organized as follows. In the second section, the 

details of the chaotic system used in the study are given. In the third section, the 

details of the method used to examine the effects of chaotic system used as a 

source of entropy on randomness are introduced. The results obtained in the 

fourth section are presented. The results are discussed and the study is 

summarized in the last section. 

 

2 Logistic Chaotic Map 
 

It is one of the simplest and most widely used chaotic maps [1]. This emerged in 

the nonlinear dynamics of biological populations showing chaotic behavior. The 

logistic map is given in equation (1) 
 

Xn+1 = rXn(1 – Xn)                  (1) 

 

In this equation, n indicates the number of iterations, Xn value represents the n. 

chaotic number. When X0 (0, 1) is the initial value, it changes in the range of Xn 

(0, 1). 

 

 
Fig. 1. Phase space diagrams of the Logistic map chaotic system 

 

3 Proposed Analysis System 
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In the generation of random numbers, the following steps have been used. 

 An X0 initial value in the range (0.1) is selected. 

 A value of r is selected in the range (3.5, 4). 

 Calculate the Xn value using Equation (1). 

 A threshold value is selected. In the study, the threshold value was 

determined as 0.5. 

 if Xn is less than the threshold value, 0 is generated. 1 is produced in 

the opposite. 

 The steps above are continued until a desired number of random 

sequences are reached. 

 

The chaotic values produced using this method are shown in Figure 2. 

 
Fig. 2. Produced chaotic values 

 

4 Analysis Results 
In order to examine the effect of the selected initial condition and the control 

parameter value on the entropy source in the study, both the initial condition and 

the control parameter were increased by 0.001 within the defined range and 

chaotic outputs were obtained. these output values were converted to a sequence 

of 0/1. 

1000000 bit sequence has been produced in order to examine whether the 

generated numbers have a uniform distribution. This bit sequence was divided 

into 4 bit lengths and converted to 0-15 numbers. The distribution of these 

numbers is shown in Figure 3. 

 
Fig. 3. Distribution of produced random numbers 

One of the most important problems of the chaotic systems in computer 

implementations is the numerical deterioration caused by computational 

limitations. Two different analysis scenarios have been used to examine the 

effects of the numerical deterioration. These analyzes include calculations for 3 



418      Fatih Özkaynak 

 
and 7 digits after the comma. According to the results of the analysis obtained 

from the 3 digits after the comma, the best results (smooth distribution) were 

obtained for the values of 3.991, 3.992, 3.993, 3.994, 3.995, 3.996, 3.997, 3.998, 

3.999. These results are shown in Figure 4. The most appropriate values among 

3-digit numbers after a comma are Xn = 0.323 and r = 3.998 

 

 
Fig. 4. Best generated random numbers for 3 digits after the comma  

 

When we increase the digit values after a comma to a 7-digit number, it is 

observed that the results produced are better than the 3-digit numbers after the 

comma. The best value obtained for the calculations made by taking 7 digits 

after the comma is shown in Figure 5. Best result values within 7-digit values 

after a comma are Xn = 0.9999999 and r = 3.9999999. 

 

 
 

Fig. 5. Best generated random numbers for 7 digits after the comma  

 

 

Some statistical information about the numbers produced for Xn = 0.9999999 

and r = 3.9999999 are given below. 
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 Number of 0-bit: 500.019 

 Number of 1-bit: 499.981 

 Longest run length of  0-bit: 12 

 Longest run length of  0-bit: 18 

 The desired number for each of the numbers 0-15: 15.625 

 Number of 0: 15507 

 Number of 1: 15547 

 Number of 2: 15754 

 Number of 3: 15761 

 Number of 4: 15593 

 Number of 5: 15856 

 Number of 6: 15689 

 Number of 7: 15645 

 Number of 8: 15462 

 Number of 9: 15815 

 Number of 10: 15610 

 Number of 11: 15562 

 Number of 12: 15578 

 Number of 13: 15510 

 Number of 14: 15588 

 Number of 15: 15523 

 

Figure 6 shows the analysis result showing that the random numbers produced 

for the best values have a uniform distribution. 

 

 
Fig. 6. Distribution of produced random numbers for Xn = 0.9999999 and r = 

3.9999999 

 

5 Conclusions 

 

The most distinctive feature of chaotic systems is its dependence on initial 

conditions and control parameters. In this study, the effects of the initial 



420      Fatih Özkaynak 

 
conditions and control parameters selected for random number generators, 

which are an application area of chaotic systems, were investigated. 

 

In the study, logistic map is used as a source of entropy. Logistic maps is the 

most common known chaotic system and it has simple structure. The most 

appropriate initial condition and control parameter for the logistics map were 

analyzed. The calculation sensitivity was taken into account when performing 

these analyzes. The results of the analysis showed that the most appropriate 

deterministic random numbers are generated for Xn = 0.9999999 and r = 

3.9999999. 
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